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       OAuth 2.0 Implementation ABC Financial uses OAuth 2.0 for user authorization and API authentication, which requires your application to obtain an access token when the member authorizes you to access their information. Once you have obtained an access token, you may call any of our secured APIs. l Register l Authorization l Member Login l Member Consent l Authorization Code l Validate Token l Refresh Token l Revoked Token l Endpoints List l Error Messages/Response Messages l Suggested Utilities l Secured API l POST Members POS (Secured) Register You will first be registered with the app id and app key with which you access 3Scale. Your vendor app_id and app_key will become the Client ID and Client Secret, respectively. Authorization To gain access to the member's information, you will direct them to the Auth URL, where they will give consent to your application's access to their information. This URL includes your client ID and a redirect URI of your choosing. When and if the member consents, you will receive the authorization code. Authorization Code Endpoint https://oua.abcfinancial.com:443/uaa/oauth/authorize?client_id=01839b6f&redirect_ uri=http://www.google.com/ 1 © 2017 ABC Financial Services, Inc. All rights reserved. Confidential Member Login The member may then supply their MYiCLUBonline username and password to sign in as shown below. 2 © 2017 ABC Financial Services, Inc. All rights reserved. Confidential Member Consent Once the member signs in, they can consent to or cancel the request for access to their information. Authorization Code If the member clicks Cancel, no access token will be returned. If the member gives consent, the authorization code will be provided in the URL. 3 © 2017 ABC Financial Services, Inc. All rights reserved. Confidential If they give consent, the new access token will be added to the existing tokens. This token can then be used in a secured POST members POS request. POST Request Token This service allows you to acquire an access token and refresh token by providing the authorization code. Note: The refresh token is used to gain a new access token once the old one expires. The refresh token will not expire and its value will not change. POST Request Access Token Request Header Value Accept application/json Content- application/x-www-form-urlencoded Type app_id Your client app id app_key Your client app key Authorization Auto-generated from app_id and app_key (Example: Authorization:Basic D5G6YzM3NFxdTTF34FZjAxZDYyMGRI5raY8UYWRmFTRD34=) Body Value grant_type authorization_code code The authorization code value redirect_uri Your redirect URI. This must match the redirect URI you provided as part of the Authorization Code endpoint. POST Request Access Token Response Body Body Value access_ The access token value. token token_ bearer type 4 © 2017 ABC Financial Services, Inc. All rights reserved. Confidential Body Value refresh_ The refresh token value, to be used in a POST Refresh Token request when the access token token expires. The refresh_token will not expire. expires_ The number of seconds until the token expires. in Validate Token The GET Validate Token call will be used to validate a vendor's access token. A successful response will return the status message "Success - Access token validated. - 0006" and the oauthMemberId. GET Validate Token Endpoint https://api.abcfinancial.com/uaa/oauth/validateToken?user=<app_id>&token=<access_token> (Note: This call requires the same headers required by other API requests.) Refresh Token The access token expires after 24 hours. When a token expires, you will receive an error from the API. You must use the POST Refresh Token request to receive a new access token. The refresh token will not expire and can be reused each time to gain a new access token. POST Refresh Token Endpoint https://api.abcfinancial.com/uaa/oauth/token (Note: This call requires the same headers required by other API requests.) POST Refresh Token Request Header Value Accept application/json Content- application/x-www-form-urlencoded Type app_id Your client_id app_key Your client_secret 5 © 2017 ABC Financial Services, Inc. All rights reserved. Confidential Header Value Authorization Auto-generated from client_id and client_secret (Example: Authorization:Basic D5G6YzM3NFxdTTF34FZjAxZDYyMGRI5raY8UYWRmFTRD34=) Body Value grant_type refresh_token refresh_ Refresh token value from POST new access token response. token Revoked Token A token may be revoked if the security is compromised. If an access token is revoked, the associated refresh token will be revoked as well. 6 © 2017 ABC Financial Services, Inc. All rights reserved. Confidential Endpoints List Request Endpoint Response Login l PROD: Returns authorization Screen https://oua.abcfinancial.com/uaa/oauth/authorize:443?client_ code to the redirect_uri id=<clientId>&redirect_uri=<your redirect_uri> used for the login l PROD: https://api.abcfinancial.com/uaa/oauth/token?grant_ type=authorization_code&code=<auth_code>&redirect_ Returns an access uri=<your_redirect_uri>&client_id=<clientId>&client_ GET Token token and refresh token secret=<client_secret> value Refresh l PROD: https://api.abcfinancial.com/uaa/oauth/token?grant_ Refreshes an expired Token type=refresh_token&refresh_token=<refresh_token>&client_ access token (returns a id=<clientId>&client_secret=<client_secret> new access token value) Validate Confirms that the Token access token is valid 7 © 2017 ABC Financial Services, Inc. All rights reserved. Confidential Error and Response Messages OAuth Message Return Return Messages Procedures Description Codes Login ClientID was not "An error has occurred, please contact customer support" entered. Redirect URL was "An error has occurred, please contact customer support" not entered. Invalid Username or Password was "Invalid username and/or password" entered. Internal Server/Database 0017 "An error has occurred registering client, please contact Error Error ABC API Support" Request Access Access Token was "access_token": "{token}", "token_type": "bearer", "refresh_ created. token": "{refresh token}", "expires_in": #####, "scope": "abc read openid" "error": "unsupported_grant_type", "error_description": Grant Type is invalid. "Unsupported grant type: authorization" Grant Type is "error": "invalid_request", "error_description": "Missing grant missing. type" Application ID Application Key "Authentication failed" missing or invalid. Authorization Code is "error": "invalid_grant", "error_description": "Invalid missing or invalid. authorization code: {auth code}" Redirect URL is "error": "invalid_grant", "error_description": "Redirect URI missing or invalid. mismatch." Refresh Access Token 8 © 2017 ABC Financial Services, Inc. All rights reserved. Confidential OAuth Message Return Return Messages Procedures Description Codes "access_token": "{token}", "token_type": "bearer", "refresh_ Refresh Token was token": "{refresh token}", "expires_in": #####, "scope": "abc validated. read openid" Invalid Refresh "error": "invalid_grant", "error_description": "Invalid refresh Token was entered. token: {token}" Invalid Grant Type "error": "unsupported_grant_type", "error_description": was entered. "Unsupported grant type: refreshs_token" Validate Access Token was 0004 "Access token must be supplied in the request" not entered. ClientID was not 0005 "Client ID must be supplied in the request" entered in request. Access Token was 0006 "Success - Access token validated" validated. Access Token was 0007 "Token not recognized" not recognized. Access Token Invalid 0008 "Token not valid for client" for client. Access Token has 0009 "Token has expired" expired. OAuth Errors Internal Error 0018 "An internal server error has occurred, please contact Customer Support" General Error 0019 "Error - See error_description for Details" Suggested Utilities The following are suggested utilities that may be used to implement OAuth: 9 © 2017 ABC Financial Services, Inc. All rights reserved. Confidential l Postman A GUI platform for fast and easy API development. l SoapUI The complete API Test Automation Framework for SOAP, REST, and more. l Ready! API Ready! API includes SoapUI NG Pro, LoadUI NG Pro, and other tools. Secured APIs We are in the process of developing APIs that include OAuth security. POST Members POS (Secured) The POST members POS request now requires OAuth security. An access token must be supplied in order to post a POS transaction for the associated member. 10 © 2017 ABC Financial Services, Inc. All rights reserved. Confidential POST members POS Request Header Value Accept application/json Content- application/json Type app_id Your client app id app_key Your client app key token The access token value Authorization Auto-generated from app_id and app_key Body Value purchases Contains <memberId>, <saleItemId>, <quantity>, and <cardOnFileId>. memberId The member GUID associated with the MYiClubOnline account to which you have been granted access. saleItemId The GUID associated with the item being purchased. quantity The purchased item quantity. The GUID associated the members' saved payment card information (Card on File) which cardOnFileId will be used for this transaction. POST Members POS Errors Message Description Return Messages Access Token invalid for Member ID in request does not correlate to the memberId held in the client. principle for the Access Token supplied Application ID Application <data contentType="text/plain; charset=us-ascii" contentLength="33"><! Key is missing or invalid. [CDATA[Authentication parameters missing]]></data> Invalid member for this club. Invalid memberId - an active member matching the specified memberId was not found for this club. Member ID not valid for Member ID in request does not correlate to the memberId held in the access token. principle for the Access Token supplied Vendor not authorized for this <Unauthorized for club 1234> club. 11 © 2017 ABC Financial Services, Inc. All rights reserved. Confidential 
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