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      19/02/2021 CloudInnovation, a Chinese IP squatting operation. | MyBroadband Forum This is Google's cache of https://mybroadband.co.za/forum/threads/cloudinnovation-a-chinese-ip-squatting- operation.1051924/. It is a snapshot of the page as it appeared on 10 Feb 2021 14:21:24 GMT. The current page could have changed in the meantime. Learn more. Full version Text-only version View source Tip: To quickly find your search term on this page, press Ctrl+F or ⌘-F (Mac) and use the find bar. Log in Register REGISTER FOR FREE NOW See hidden discussions | Win great prizes | Get free support Test your broadband speed and win prizes worth R25,000 – Click here to enter. Would you take the AstraZeneca vaccine if it is oﬀered to you? Click here to answer. Question of the day ~ Do you agree with the concept of a minimum wage? Forums IT Discussions Hosting and Cloud Computing CloudInnovation, a Chinese IP squatting operation. waylander · Oct 18, 2019 1 of 2 Next waylander Expert Member Oct 18, 2019 #1 Over two million IP addresses which are registered for South Africa, squatted by this company, being resold to other regions. AS26484 holds more than $35 million worth of IP space. They're incorporated in the Seychelles and AFRINIC does not care. @rpm @Jan Remember this story? https://mybroadband.co.za/news/inte...how-millions-are-made-on-the-grey-market.html - this is exactly that. If you guys are willing to do some investigation, have at it. Their website: http://cloudinnovation.org/ AS: https://ipinfo.io/AS26484 Previous AFRINIC review: https://lists.afrinic.net/pipermail/rpd/2017/007352.html AFRINIC simply does not care about our region's IP space being distributed to them. https://webcache.googleusercontent.com/search?q=cache:D2td3vj3uhwJ:https://mybroadband.co.za/forum/threads/cloudinnovation-a-chinese-ip-squatting-operation.… 1/9 19/02/2021 CloudInnovation, a Chinese IP squatting operation. | MyBroadband Forum Jade @ Absolute Hosting waylander Expert Member Oct 18, 2019 #2 Cloudinnovation is a South Africa-based Cloud Server provider. We specialize in oﬀering High Availability Cloud Hosting Infrastructure and extending Cloud Enabled Software Application to business users. Companlies can get enterprise level infrastructure and stability without enterprise level costs. They hold a large percentage of the total ZA IP space, claim to be South African yet all their allocations are to foreign networks. Their website is a static facade to pass AFRINIC requirements and they don't reply to any emails. waylander Expert Member Oct 18, 2019 #3 AS37353 Seacom Western Cape (Pty) Ltd - IPInfo.io AS37353 Seacom Western Cape (Pty) Ltd Network Information, IP Address Ranges and Whois Details ipinfo.io Look at the domains hosted on this range. Under the AS of Seacom (MacroLAN) they are blatantly using this entire block for purposes outside of Africa. websquadza WebSquad Oct 18, 2019 #4 There are a bunch more netblocks behind this supposed cloud innovations - what's fascinating is how a company like this managed to accrue this much IP space while actual ISPs in Africa struggle to get more than a /20 or even a /22. IP Blocks parked under this scheme: - 45.192.0.0/12 (1048574 Addresses) - 154.80.0.0/16 (65536 Addresses) - 154.92.0.0/16 (65536 Addresses) - Exceptional, because this has a valid IRR record (Which means AS37353 have added this to their IRR records, while it remains parked and unused for this scheme https://webcache.googleusercontent.com/search?q=cache:D2td3vj3uhwJ:https://mybroadband.co.za/forum/threads/cloudinnovation-a-chinese-ip-squatting-operation.… 2/9 19/02/2021 CloudInnovation, a Chinese IP squatting operation. | MyBroadband Forum AS37353 have added this to their IRR records, while it remains parked and unused for this scheme - 154.192.0.0/12 (1048574 Addresses) That's 2.1 Million + African IP addresses that are parked and unused. The larger question is who beneﬁts from these squatted domains while they sit unused, while Africa is starved of IPs. Afrinic's annual revenue from this scheme: Very large >=/12 - < /10 1048576 - 4194303 $30,000 AS37353 have enough incentive to add this to their IRR records. cavedog and Jade @ Absolute Hosting Jan Drifting in the black Oct 21, 2019 #5 Thanks for this. This is a whole separate investigation. Based on the information I have on hand, AFRINIC actually handed Cloud Innovation these IP addresses. cavedog Magnum M Expert Member Oct 21, 2019 #6 African ﬁrst. We have squatters on the web even. Jan Drifting in the black Oct 21, 2019 #7 Magnum said: African ﬁrst. We have squatters on the web even. Nah, other RIRs deal with the same issue. What is a frustration here is that AFRINIC doesn't seem to be too interested in doing anything about them. M https://webcache.googleusercontent.com/search?q=cache:D2td3vj3uhwJ:https://mybroadband.co.za/forum/threads/cloudinnovation-a-chinese-ip-squatting-operation.… 3/9 19/02/2021 CloudInnovation, a Chinese IP squatting operation. | MyBroadband Forum Magnum Expert Member M Oct 21, 2019 #8 Can't Afrinic be reported and deregistered? Is there no legal recourse for this action? Jan Drifting in the black Oct 21, 2019 #9 Trying to get AFRINIC shut down would probably be counter-productive. A legal or policy-based challenge to the CloudInnovation assignment might be possible. I'll have to investigate to see if someone hasn't tried that yet. cavedog Honorary Master Oct 21, 2019 #10 Wow this is like Eskom exporting our electricity to other countries and loadshedding South Africa. The people in South Africa are dying because of air pollution in South Africa so someone in Namibia,Zimbabwe or Botswana can make a cup of tea. waylander Expert Member May 4, 2020 #11 Good morning, I have some new information I want to make public. MacroLAN (Seacom) CTO is selling IPs to the Chinese IP boss Lu Heng via FRAUDULENT AFRINIC allocations. AS328608 Africa on Cloud paul.wollner@africaoncloud.net cloudinnovation org https://webcache.googleusercontent.com/search?q=cache:D2td3vj3uhwJ:https://mybroadband.co.za/forum/threads/cloudinnovation-a-chinese-ip-squatting-operation.… 4/9 19/02/2021 CloudInnovation, a Chinese IP squatting operation. | MyBroadband Forum cloudinnovation.org laruscloudservice.net outsideheaven.com LARUS CLOUD SERVICE Looking for /16 for rent Hi,all I need an /16 IP address for website our hosted more than 200K websites contact me please lets we talk price www.lowendtalk.com [rpd] Mass Hijacking of AFRINIC IPv4 Space by U.S.A. Spammers https://hk.linkedin.com/in/luheng % This is the AfriNIC Whois server. % The AFRINIC whois database is subject to the following terms of Use. See https://afrinic.net/whois/terms % Information related to '196.251.244.0 - 196.251.247.255' % No abuse contact registered for 196.251.244.0 - 196.251.247.255 inetnum: 196.251.244.0 - 196.251.247.255 Click to expand... t L Cl d 4 'Re: [rpd] Last Call for "AFPUB-2016-GEN-001-DRAFT-04 - Internet Number Resources Review by AFRINIC"' - MARC Hello, I came across this various services oﬀered by Larus cloud services amongst them IPv4 sales/trading. IP Delegation Service - LARUS - THE BEST IP ADDRESS SOLUTIONS ON THE MARKET Below is an excerpt from the site: Click to expand... LARUS h l f IP 4 dd t id t h d IP 4 [members-discuss] Complaints against LIRs ignored by NCC members-discuss — RIPE Net… www.ripe.net person: David Hilario address: Ul. Zaychar 54 ﬂoor 3, Apartment 11 address: Soﬁa 1309 address: Bulgaria phone: +359 897641784 nic-hdl: DH15-AFRINIC mnt-by: mine source: AFRINIC # Filtered https://webcache.googleusercontent.com/search?q=cache:D2td3vj3uhwJ:https://mybroadband.co.za/forum/threads/cloudinnovation-a-chinese-ip-squatting-operation.… 5/9 19/02/2021 CloudInnovation, a Chinese IP squatting operation. | MyBroadband Forum person: Paul Wollner address: [Redacted at Wollner's request] phone: tel:+27-82-786-9776 e-mail: paul.wollner@africaoncloud.net nic-hdl: PW16-AFRINIC mnt-by: GENERATED-SGXUB4QGUVWJ4SEYRN49LB1WLZAUYAJ4-MNT changed: dev.jeenia@afrinic.net 20200127 source: AFRINIC Power Line Datacenter DXTL Tseung Kwan O Service IKGUL Peg Tech Heng Lu - ICANNWiki icannwiki.org @Jan @rpm @Jamie McKane @websquadza @NAPAfrica @PBCool -w Last edited by a moderator: May 9, 2020 saor, Jan, mister and 1 other person waylander Expert Member May 4, 2020 #12 Above is a collection of everything I have found in the past three months, it's a bit of a mess but I do not have time to follow this further - if someone has the capacity to do so, please feel free to do so. -w Jan and Thor Jan Drifting in the black May 4, 2020 #13 Thank you very much for this. The Lu Heng situation is an entire second book of this whole saga. I'll start asking folks I know who have some knowledge about what's happened there to give me some background on what you've found. https://webcache.googleusercontent.com/search?q=cache:D2td3vj3uhwJ:https://mybroadband.co.za/forum/threads/cloudinnovation-a-chinese-ip-squatting-operation.… 6/9 19/02/2021 CloudInnovation, a Chinese IP squatting operation. | MyBroadband Forum Last edited: May 4, 2020 John8 J Active Member May 4, 2020 #14 waylander said: Good morning, I have some new information I want to make public. MacroLAN (Seacom) CTO is selling IPs to the Chinese IP boss Lu Heng via FRAUDULENT AFRINIC allocations. AS328608 Africa on Cloud Click to expand... l ll @ f i l d t Interesting* Is he still with Macrolan? Was seemingly done before they were bought by Seacom. waylander Expert Member May 4, 2020 #15 Pottie8 said: Interesting* Is he still with Macrolan? Was seemingly done before they were bought by Seacom. The operation began before then, but the recent AS allocation to Mr Wollner was in Jan 2020 - earliest records I have of the Lu Heng operation is 2013. Mr Wollner, and his wife, are currently owners of that AS, which is re-selling/leasing African IP blocks to Lu Heng (there are more, this is just one that looked interesting because it involves Seacom - which I suspect are involved in a few of the recent South African network incidents...) Seacom had also just recently announced a new consumer division of their business, which for some reason makes me believe they are using this new division as a front to get more residentially zoned blocks. There are a lot more instances of IPv4 abuse from AfriNIC, @Jan is aware of another and I have a few more (vague) leads that I hope to one day revisit after the pandemic. Until then I'm just too busy trying to stay aﬂoat. -w https://webcache.googleusercontent.com/search?q=cache:D2td3vj3uhwJ:https://mybroadband.co.za/forum/threads/cloudinnovation-a-chinese-ip-squatting-operation.… 7/9 19/02/2021 CloudInnovation, a Chinese IP squatting operation. | MyBroadband Forum i.got~issues waylander Expert Member May 5, 2020 #16 Via MacroLAN (Seacom) AS37353 156.241.3.0/24 CloudInnovation infrastructure Announced via parent 156.224.0.0/11 Preﬁx 156.224.0.0/11 (more than 2 million IPs) owned by Cloud Innovation Ltd, allocated on 22 December 2015 by AfriNIC tech@cloudinnovation.org t.t.xu@cloudinnovation.org support@outsideheaven.com Routed to various (some hundreds of thousands) servers, mostly in Hong Kong and USA. Saw some leased by "bad actor" hosts such as M247, known to host some of the nastiest IP blocks in the world. cavedog and i.got~issues Jan Drifting in the black May 9, 2020 #17 Some interesting developments in this regard: [zanog-discuss] Cloud Innovation Displays Very Poor, If Not Criminal, Netizenship (Situation from SEACOM perspective) [zanog-discuss] Cloud Innovation Displays Very Poor, If Not Criminal, Netizenship (Response from Lu Heng) Update: Spoke to Paul Wollner on the phone and he conﬁrmed that the letter from him reproduced in Heng's post to the ZANOG mailing list is authentic. https://webcache.googleusercontent.com/search?q=cache:D2td3vj3uhwJ:https://mybroadband.co.za/forum/threads/cloudinnovation-a-chinese-ip-squatting-operation.… 8/9 19/02/2021 CloudInnovation, a Chinese IP squatting operation. | MyBroadband Forum He also asked that I please redact his wife's information and their address from the post above. While the information was readily available in a public database and does not amount to doxxing, Wollner said that he is not comfortable with having his wife's details reproduced here. Last edited: May 9, 2020 cavedog waylander Expert Member May 19, 2020 #18 Posting here for record keeping: https://mybroadband.co.za/forum/thr...n-over-internet- routes.1084661/#post-25471119 cavedog waylander Expert Member May 19, 2020 #19 AS328608 was allocated on 28 Jan 2020, I do not buy Paul's story at all. waylander Expert Member May 19, 2020 #20 156.253.128.0/17 among a few smaller subnets are still being announced via AS132839 (POWERLINE DATACENTRE) through CLOUDINNOVATION INFRASTRUCTURE @ 11:58 19/05/2020 1 of 2 Next You must log in or register to reply here. Forums IT Discussions Hosting and Cloud Computing Default Style Terms and rules Privacy policy Help Home https://webcache.googleusercontent.com/search?q=cache:D2td3vj3uhwJ:https://mybroadband.co.za/forum/threads/cloudinnovation-a-chinese-ip-squatting-operation.… 9/9 19/02/2021 CloudInnovation, a Chinese IP squatting operation. | Page 2 | MyBroadband Forum This is Google's cache of https://mybroadband.co.za/forum/threads/cloudinnovation-a-chinese-ip-squatting- operation.1051924/page-2. It is a snapshot of the page as it appeared on 12 Feb 2021 00:15:19 GMT. The current page could have changed in the meantime. Learn more. Full version Text-only version View source Tip: To quickly find your search term on this page, press Ctrl+F or ⌘-F (Mac) and use the find bar. Log in Register REGISTER FOR FREE NOW See hidden discussions | Win great prizes | Get free support Test your broadband speed and win prizes worth R25,000 – Click here to enter. Question of the day ~ Are you interested in Starlink? Forums IT Discussions Hosting and Cloud Computing CloudInnovation, a Chinese IP squatting operation. waylander · Oct 18, 2019 Prev 2 of 2 waylander Expert Member Dec 26, 2020 #21 ABCDE GROUP COMPANY LIMITED 660,388 IPv4 aut-num: AS133201 as-name: COMING-AS descr: ABCDE GROUP COMPANY LIMITED descr: 18/F ON HONG COMMERCIAL BUILDING 145 HENNESSY ROAD country: HK org: ORG-AGCL1-AP admin-c: AGCL1-AP tech-c: AGCL1-AP abuse-c: AC2244-AP mnt-lower: MAINT-COMING-HK Your email address mnt-routes: MAINT-COMING-HK Subscribe mnt-by: APNIC-HM https://webcache.googleusercontent.com/search?q=cache:JCiXQVMWo_QJ:https://mybroadband.co.za/forum/threads/cloudinnovation-a-chinese-ip-squatting-operati… 1/4 y 19/02/2021 CloudInnovation, a Chinese IP squatting operation. | Page 2 | MyBroadband Forum mnt-irt: IRT-COMING-HK last-modiﬁed: 2020-11-25T13:04:29Z source: APNIC mntner: APNIC-HM admin-c: RTT10-RIPE upd-to: rouﬁque@rtat.net auth: MD5-PW auth: SSO auth: SSO mnt-by: APNIC-HM created: 2019-04-09T03:52:39Z last-modiﬁed: 2019-04-20T09:18:19Z source: RIPE role: ABCDE GROUP COMPANY LIMITED administrator address: 18/F ON HONG COMMERCIAL BUILDING 145 HENNESSY ROAD, HONGKONG HONGKONG OF CHINA 999077 country: HK phone: +852 53117644 fax-no: +852 53117644 e-mail: 78380148@QQ.COM admin-c: AGCL6-AP tech-c: AGCL6-AP nic-hdl: AGCL1-AP mnt-by: MAINT-COMING-HK last-modiﬁed: 2019-10-29T04:29:45Z source: APNIC Shenzhen Jizhan Technology Co., Ltd. (cloudinnovation.org) 156.250.64.0/18 Netblock Details - African Network Information Center - IPinfo.io 45.205.128.0/18 Netblock Details - Waterloo Network Company Limited - IPinfo.io inetnum: 45.205.168.0 - 45.205.168.255 netname: Waterloo_Network_Company_Limited descr: Waterloo Network Company Limited country: US admin-c: CIS1-AFRINIC tech-c: CIS1-AFRINIC status: ASSIGNED PA mnt-by: CIL1-MNT changed: ***@cloudinnovation.org 20200520 Your email source: address AFRINIC Subscribe https://webcache.googleusercontent.com/search?q=cache:JCiXQVMWo_QJ:https://mybroadband.co.za/forum/threads/cloudinnovation-a-chinese-ip-squatting-operati… 2/4 19/02/2021 CloudInnovation, a Chinese IP squatting operation. | Page 2 | MyBroadband Forum person: Cloud Innovation Support address: Ebene address: MU address: Mahe address: Seychelles phone: tel:+248-4-610-795 e-mail: tech@cloudinnovation.org nic-hdl: CIS1-AFRINIC abuse-mailbox: abuse@cloudinnovation.org mnt-by: CIL1-MNT changed: tech@cloudinnovation.org 20160215 source: AFRINIC Shanghai Anchang Network Security Technology Co.,Ltd. (anchnet.com) 196.10.71.0/24 legacy-dbm@afrinic.net Bastards. waylander Expert Member Dec 26, 2020 #22 Big improvement, over 2 million IPv4 addresses released but still many smaller blocks being eaten by the Chinese Winnie-the-Poohs. Jade @ Absolute Hosting JohnStarr J Expert Member Dec 31, 2020 #23 Your email address waylander said: Subscribe Over two million IP addresses which are registered for South Africa, squatted by this company, being resold to other https://webcache.googleusercontent.com/search?q=cache:JCiXQVMWo_QJ:https://mybroadband.co.za/forum/threads/cloudinnovation-a-chinese-ip-squatting-operati… 3/4 19/02/2021 CloudInnovation, a Chinese IP squatting operation. | Page 2 | MyBroadband Forum regions. AS26484 holds more than $35 million worth of IP space. They're incorporated in the Seychelles and AFRINIC does not care. @rpm @Jan Remember this story? https://mybroadband.co.za/news/inte...how-millions-are-made-on- the-grey-market.html - this is exactly that. If you guys are willing to do some investigation, have at it. Their website: http://cloudinnovation.org/ AS: https://ipinfo.io/AS26484 Click to expand... If AFRINIC is run by the government, then it's to be expected. Africa is signing its sol away to the Chinese who are becoming the new colonial empire here. Construct something for a country in Africa, and those workers are left here. Prev 2 of 2 You must log in or register to reply here. Forums IT Discussions Hosting and Cloud Computing Default Style Terms and rules Privacy policy Help Home Your email address Subscribe https://webcache.googleusercontent.com/search?q=cache:JCiXQVMWo_QJ:https://mybroadband.co.za/forum/threads/cloudinnovation-a-chinese-ip-squatting-operati… 4/4 
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