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       IVY SECURITY AUDIT REPORT 10/04/2021 For: NFTSWAPS TEAM INFO@IVYNETWORK.IO AUDIT ID: IVY-10052 DISCLAIMER Audits and reports conducted by Ivy Security should not be considered endorsements or disapprovals of the projects or teams in question. The reports give no indication of the economic value of the product nor do they provide any analysis of legal compliances and business models involved. We provide no warranty or guarantee regarding the security of the technology analyzed and investment/involvement decisions should not be based on the contents of this report. Blockchain technology is ever evolving and subject to a high level of risk given its novel nature. With this in mind our goal is to improve the code base of our clients and mitigate some of the risks involved through extensive and detailed auditing. It is ultimately up to the company/individual to ensure their continuous maintenance of the project and due diligence regarding security. IVY SECURITY REPORTS Ivy Security is an afﬁliated member of the Ivy Network and consists of several blockchain experts, each with over 5 years experience developing smart contracts. Our security reports give detailed analysis on source code provided to Ivy Security and signiﬁes that we have completed a round of auditing with the intention of increasing the quality of the code provided. INFO@IVYNETWORK.IO AUDIT ID: IVY-10052 TABLE OF CONTENT 1. Overview 04 1.1 Project Summary 04 1.2 Audit Summary 04 1.3 Vulnerability Summary 05 1.4 Executive Summary 05 2. Analysis 06 2.1 Scope 06 2.2 Severity Deﬁnitions 06 2.3 Findings 07 3. Appendix 11 INFO@IVYNETWORK.IO AUDIT ID: IVY-10052 1. OVERVIEW 1.1 Project Summary Project Name : NFTPad Description : ERC20 lock implementation Platform : BSC Codebase : Github Repository 1.2 Audit Summary Delivery Date : April 10th 2021 Method of Audit : Static Analysis, Manual Review Consultants Engaged : 2 Timeline : April 5th 2021 - April 10th 2021 INFO@IVYNETWORK.IO AUDIT ID: IVY-10052 1.3 Vulnerability Summary Total Issues : 3 Total Critical Issues : 0 Total Major Issues : 0 Total Medium Issues : 0 Total Minor Issues : 0 Total Informative Issues : 3 1.4 Executive Summary The majority of ﬁndings over the course of the audit were entirely informational. We found no Critical issues within the scope of the audit and all Medium to High level issues were resolved by the Team. While most remaining ﬁndings are informational we do recommend addressing them as they do affect gas efﬁciency and make long-term maintenance of the project easier. INFO@IVYNETWORK.IO AUDIT ID: IVY-10052 2. ANALYSIS 2.1 Scope ID CONTRACT LOCATION WITHIN SCOPE SL SwapLock.sol @NFTPad-Contracts/SwapLock.sol 2.2 Severity Deﬁnitions Risk Level : Deﬁnition Critical vulnerabilities are usually straightforward to exploit Critical : and can lead to assets loss or data manipulations. High-level vulnerabilities are difﬁcult to exploit; however, High : they also have signiﬁcant impact on smart contract execution, e.g. public access to crucial functions Medium-level vulnerabilities are important to ﬁx; however, Medium : they can’t lead to assets loss or data manipulations. Low-level vulnerabilities are mostly related to outdated, Low : unused etc. code snippets, that can’t have signiﬁcant impact on execution Informative vulnerabilities, code style violations and info Informative : statements can’t affect smart contract execution and can be ignored. INFO@IVYNETWORK.IO AUDIT ID: IVY-10052 2.3 Findings ID TITLE TYPE SEVERITY RESOLVEDSCOPE VP-001 Conformance To Solidity Coding Style Informative Naming Conventions Variable Could Be VP-002 Gas Optimization Informative Constant Functions Could Be VP-003 Gas Optimization Informative External INFO@IVYNETWORK.IO AUDIT ID: IVY-10052 VP-001: Conformance To Solidity Naming Conventions TYPE SEVERITY LOCATION Coding Style Informative L101, L110 Description Solidity Naming Conventions dictate that functions and variables should be in MixedCase rather than camelCase for easier legibility. Recommendation While only a minor issue we recommend renaming function input variables to their MixedCase form. Alleviation No action has been taken on this issue by the team INFO@IVYNETWORK.IO AUDIT ID: IVY-10052 VP-002: Variable Could Be Constant TYPE SEVERITY LOCATION Gas Optimization Informational L84 Description Constant state variables should be declared constant to save gas. Recommendation We recommend reassigning the owner variable to constant. Alleviation No action has been taken on this issue by the team INFO@IVYNETWORK.IO AUDIT ID: IVY-10052 VP-003: Functions Could Be External TYPE SEVERITY LOCATION Gas Optimization Low L97, L101, L110 Description Public functions that are never called by the contract should be declared external to save gas. Recommendation We recommend reasigning the 3 functions to external. Alleviation No action has been taken on this issue by the team INFO@IVYNETWORK.IO AUDIT ID: IVY-10052 3. APPENDIX Finding Categories Gas Optimization ﬁndings refer to exhibits that do not affect the functionality of the code but generate different, more optimal EVM opcodes resulting in a reduction on the total gas cost of a transaction. Mathematical Operations exhibits entail ﬁndings that relate to mishandling of math formulas, such as overﬂows, incorrect operations etc. Logical Issue ﬁndings are exhibits that detail a fault in the logic of the linked code, such as an incorrect notion on how block.timestamp works. Control Flow ﬁndings concern the access control imposed on functions, such as owner-only functions being invoke-able by anyone under certain circumstances. Volatile Code ﬁndings refer to segments of code that behave unexpectedly on certain edge cases that may result in a vulnerability. Data Flow ﬁndings describe faults in the way data is handled at rest and in memory, such as the result of a struct assignment operation affecting an in-memory struct rather than an in-storage one. Language Speciﬁc ﬁndings are issues that would only arise within Solidity, i.e. incorrect usage of private or delete. Coding Style ﬁndings usually do not affect the generated byte-code and comment on how to make the codebase more legible and as a result easily maintainable. Inconsistency ﬁndings refer to functions that should seemingly behave similarly yet contain different code, such as a constructor assignment imposing different require statements on the input variables than a setter function. Magic Numbers ﬁndings refer to numeric literals that are expressed in the codebase in their raw format and should otherwise be speciﬁed as constant contract variables aiding in their legibility and maintainability. Compiler Error ﬁndings refer to an error in the structure of the code that renders it impossible to compile using the speciﬁed version of the project. Dead Code that otherwise does not affect the functionality of the codebase and can be safely omitted. INFO@IVYNETWORK.IO AUDIT ID: IVY-10052 
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